3GPP TSG SA WG3 (Security) Meeting #90
S3-180205
22 -26 January 2018, Gothenburg (Sweden)
revision of S3-18xabc
Source:
Huawei; HiSilicon
Title:
New WID on security of the Wireless and Wireline Convergence for the 5G system architecture
Document for:
Approval

Agenda Item:
5
3GPP™ Work Item Description

For guidance, see 3GPP Working Procedures, article 39; and 3GPP TR 21.900.
Comprehensive instructions can be found at http://www.3gpp.org/Work-Items
Title: 
Study on the security of the Wireless and Wireline Convergence for the 5G system architecture  
Acronym: FS_5WWC_SEC 
Unique identifier: 
 
1
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	X
	X
	
	X
	

	No
	
	
	
	
	

	Don't know
	
	
	X
	
	X


2
Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a …
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent and child Work Items 
	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	760044
	Study on the security of the Wireless and Wireline Convergence for the 5G system architecture
	 Antecedent study item


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	


3
Justification

Wireless and wireline Convergence for the 5G system architecture is under study in SA2 WG now (SID 5WWC), which aims to efficiently support wireline broadband access by 5G system. The wireless and wireline convergence in SA2 includes areas such as 5G Core and wirelines access functional split, architecture, CPE/Residential Gateway access to the 5G CN as a 3GPP UE, impacts of mobility and session management, common framework for authentication and security. 23.716 is used to capture the study.
This study item is to specify the security aspects of wireless and wireline convergence for 5G system architecture.
4
Objective

The object of this study item is to provide stage 2 security specification. The key areas of the investigation are:

· Identification the impaction of 5G authentication framework
· Access authentication and authorization of CPE/Residential Gateway acting as a 3GPP UE
·  Access authentication and authorization of the equipment behind CPE/Residential Gateway
· security for mobility and session management both for CPE/Residential Gateway and the equipment behind CPE/Residential Gateway
· subscription privacy of wired network entities for connecting to the 5G network

· the privacy of the CPE/Residential Gateway and the equipment behind CPE/Residential Gateway
· Integrity and confidentiality of user data and signalling data sent by CPE/Residential Gateway.
· Integrity and confidentiality of user data and signalling data sent by the equipment behind the CPE/Residential Gateway
The study will consider requirements specified for wireline access system defined in BBF specification and information provided by the BBF. The requirements and information will be considered only when it is in the scope of SA2.

In addition, the study will also address the security of Trusted N3GPP scenario that is discovered by SA2. 
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Proposed Spec no. or series
	Type (see note 1) 
	Rapporteur(s)
(see note 2)
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	33.XXX

	Internal TR

	He Li, Huawei Technologies 
Lihe2@huawei.com
	TSG#811
(September 2018)
	TSG#89
(March 2019)
	


Note 1:
Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.

Note 2:
The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".
	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#

	
	
	


6
Work item Rapporteur(s)
He Li, Huawei Technologies, <Lihe2@huawei.com>
7
Work item leadership

SA3
8
Aspects that involve other WGs
SA2
9
Supporting Individual Members 
	Supporting IM name

	Huawei

	Hisilicon

	China Mobile

	Deutsche Telekom

	Telecom Italia

	KPN

	BT

	Broadcom

	China Unicom

	NEC

	China Telecom

	Orange

	Nokia

	CATR

	KDDI

	Interdigital

	AT&T

	Intel

	Ericsson

	ZTE

	Vodafone

	Motorola Mobility

	Lenovo

	Alcatel-Lucent Shanghai Bell 


